	Question 1.

1. RspGF="font-family:'Arial';font-size:10pt;"(TCO 3) Explain and contrast the core information security concepts of confidentiality, integrity, and availability. (Points : 40)

      

      


	Question 2.

2. RspGF="font-family:'Arial';font-size:10pt;"(TCO 8) Describe the steps a system owner can take to ensure applications and operating systems are maintained in a secure and stable manner. (Points : 40)

      

      


	Question 3.

3. RspGF="font-family:'Arial';font-size:10pt;"(TCO 10) Describe the elements needed and explain what a healthcare organization needs to do to assure HIPAA compliance. (Points : 40)

      

      


	Question 4.

4. RspGF="font-family:'Arial';font-size:10pt;"(TCO 12) Why does a small business need a change control policy? (Points : 40)

      

      

	

	


	Question 1.

1. RspGF="font-family:'Arial';font-size:10pt;"(TCO 1) A security policy must be accepted by (Points : 5)

       management.
       end-users.
       customers.
       all members of an organization.
	


	Question 2.

2. RspGF="font-family:'Arial';font-size:10pt;"(TCO 2) A standard can best be defined as a (Points : 5)

       requirement.
       suggestion.
       guide.
       law.
	


	Question 3.

3. RspGF="font-family:'Arial';font-size:10pt;"(TCO 3) Which is the process of accumulating data regarding a specific logical or physical environment? (Points : 5)

       Footprinting
       Scanning
       Enumeration
       All of the above
	


	Question 4.

4. RspGF="font-family:'Arial';font-size:10pt;"(TCO 4) Which of the following information about a person can be used to influence a hiring decision? (Points : 5)

       Educational credentials
       Negative credit history
       Relevant certifications
       All of the above 
	


	Question 5.

5. RspGF="font-family:'Arial';font-size:10pt;"(TCO 5) What are periods of low power voltage called? (Points : 5)

       Blackout
       Brownout
       Grayout
       Interruption
	


	Question 6.

6. RspGF="font-family:'Arial';font-size:10pt;"(TCO 5) Physical security controls should be driven by (Points : 5)

       educated guesses.
       industry survey.
       risk analysis.
       risk management.
	


	Question 7.

7. RspGF="font-family:'Arial';font-size:10pt;"(TCO 6) Outsourcing media removal duties (Points : 5)

       can be assigned to any third party.
       can be assigned to any third party after due diligence has been carried out.
       should not be done.
       is up to the IT department.
	


	Question 8.

8. RspGF="font-family:'Arial';font-size:10pt;"(TCO 7) Giving users the minimum access required to do their job is the (Points : 5)

       least access concept.
       less protocol concept.
       least privilege concept.
       least process concept.
	


	Question 9.

9. RspGF="font-family:'Arial';font-size:10pt;"(TCO 8) A best practice for third-party oversight is (Points : 5)

       those who verify the code write the code.
       those who verify the code do not write the code.
       those who secure the code develop the code.
       those who develop the code manage the code.
	


	Question 10.

10. RspGF="font-family:'Arial';font-size:10pt;"(TCO 9) A threat analysis is a(n) (Points : 5)

       identification of types of threats an organization might be exposed to.
       systematic rating of threats based upon level of risk and probability.
       potential level of impact.
       likelihood of a threat materializing.
	


	Question 11.

11. RspGF="font-family:'Arial';font-size:10pt;"(TCO 10) As it pertains to HIPAA, which is the CIA triad? (Points : 5)

       Confidentiality, integrity, availability
       Confidentiality, integrity, authentication
       Confidentiality, integrity, authorization
       Confidentiality, integrity, accountability
	




	


	Question 13.

13. RspGF="font-family:'Arial';font-size:10pt;"(TCO 11) Which government agency is in charge of developing technical security standards and guidelines for unclassified federal systems, according to FISMA? (Points : 5)

       The OMB
       NIST
       The OCS
       The NSA
	


	Question 14.

14. RspGF="font-family:'Arial';font-size:10pt;"(TCO 11) Which of these statements is true regarding HIPAA? (Points : 5)

       All implementation specifications are required.
       All implementation specifications are optional.
       Implementation specifications are either required or addressable.
       Addressable specifications can be ignored.
	




	




	


	Question 17.

17. RspGF="font-family:'Arial';font-size:10pt;"(TCO 1) A policy that secures and protects assets from foreseeable harm and provides flexibility for the unforeseen is (Points : 5)

       accurately reflecting the current technology environment.
       complying with applicable government policy.
       the best goal for a new policy.
       approved by management and understood by everyone.
	


	Question 18.

18. RspGF="font-family:'Arial';font-size:10pt;"(TCO 2) A procedure can best be defined as a (Points : 5)

       requirement.
       series of directions.
       suggestion.
       policy.
	


	Question 19.

19. RspGF="font-family:'Arial';font-size:10pt;"(TCO 3) Where should an information classification label be placed on a paper document? (Points : 5)

       The bibliography
       The outside of the document
       The inside of the document
       The middle of the document
	


	Question 20.

20. RspGF="font-family:'Arial';font-size:10pt;"(TCO 5) Formatting a hard drive will do all but which of the following? (Points : 5)

       Make data formerly on the drive irretrievable
       Not make data formerly on the drive irretrievable
       Allow for a clean installation of an operating system
       Leave data formerly on the drive retrievable by unauthorized parties

	

	

	

	


